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YOUR FIVE STEP GUIDE 
TO A MORE SECURE BUSINESS.
Your business is your livelihood and you want to keep it safe. We understand how security, fire and data 
systems can not only protect everyone and everything on your site, but also how they can enhance your 
business operations. That’s why we’re sharing our seasoned expertise in this helpful guide to your 
commercial security.

WHY NOW?
The way we work is changing. Thanks to more 
agile working, there are fewer people around on 
your site. As a result, you lose out on the ‘natural 
surveillance’ of people noticing something isn’t 
right, for example, a car pulling up unexpectedly, 
or a door left open. Additionally, Covid-19 has 
shown us that we need to better manage the 
flow of people through spaces, and reduce the 
contact they make (see the other changes it 
brought about in this article). 

As a business owner, your concerns may 
not have changed, but the solutions to 
help you have. Are you protected to the 
level where you don’t have to rely on 
human intervention? You can be. 

Now is the time to reassess your commercial 
security and fire systems. Don’t rest easy 
assuming the same systems you installed five 
years ago are doing what they need to now. 
Unfortunately, the bad guys out there know that 
they aren’t.

IF YOU DO NOTHING ELSE
Before we start on our five step guide, 
you should know the number one most 
important step we recommend is that 
you undertake a risk assessment.
 
If you don’t know your site inside out, you could 
go through the steps in this guide and end 
up spending money where you don’t need to. 
Worse still, you could still be left vulnerable 
and risk your livelihood, or even the safety of 
someone on your site.

Oracle Vision would be glad to do a risk 
assessment with you, free of charge. 

We’ll never recommend a solution until we 
understand your needs and priorities – it’s not 
our style. Instead, take the time to assess what 
you’ve got already, identify your vulnerabilities 
and find the right systems for you. It doesn’t 
have to be ‘all or nothing’, we can recommend 
a phased approach, if that’s what you need.
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SECURE THE PERIMETER
What do you have in place to keep unwanted visitors 
from even getting close to your site? 
Is there a fence, a high wall or even some hedges? You 
might have a large warehouse, with wagons parked outside 
overnight, or expensive cars up front. That hedge might be 
fine in the summer, but in winter when it’s bare and it’s dark, 
it could be easy for someone to get through. Also, think about 
the visual signals that you’re sending to people who should 
not be on your premises – a sign can be enough to deter an 
opportunist.

If it’s not possible to secure your perimeter, do you 
know who’s coming onto your premises, and when?
If you don’t, you should. Not only can that information keep 
your business safe, you can also use it for other purposes, 
for example in tracking who’s parking in your car park (and 
whether they’ve paid). You need CCTV that offers confidence 
that if you’re not there, the system will know what’s happening 
at all times. It’s HD all the way, with images and recordings 
that can be accessed via your phone or PC.

Once someone breaches the perimeter, what 
happens? 
Do you have the means to validate whether they 
should be there in some way? 
Can you use voice warnings to ask someone to leave? 
Ideally you’d have systems in place that can stop someone 
before they can reach what really matters.

LET’S GET 
STARTED 
WITH THAT 
OUTSIDE SKIN…

1.

THE ONION
If you feel confident to do your own risk 
assessment in house, the trick is to be 
systematic. 

Get into the mindset of someone who might 
be looking to expose your vulnerabilities, and 
work step-by-step through your site. 

The easiest way to do this is to start from the 
outside and work in, like the layers of an onion. 

If you begin at the outside and progress step-
by-step, you should get a thorough vision of 
your site, helping you understand exactly what 
your needs are.



Once someone is on your site, you’ll 
want to control whether they can 
enter the next layer. 

Access control – door entry systems - 
are a great way to do that. Let’s start to 
understand who’s coming in, stop those 
who shouldn’t be there and manage 
the risks. Especially when combined 
with CCTV, access control can be a very 
powerful tool, and smart technology 
solutions make it very easy to use. 

While a new access control system can 
be expensive, the benefits go far beyond 
merely locking a door. 

How you can use access control, combined 
with CCTV, can vary hugely. 
See who’s coming in and out, but also see 
when staff are clocking in/out, manage 
the flow of people in your building, and 
use the data to improve your processes, 
health and safety and site management. 

You’ll get a much bigger bang 
for your buck if you can link your 
commercial security and fire 
systems into your wider business 
processes. 

A WARM RECEPTION
Your reception area is not just a 
friendly face to welcome visitors, it’s 
also a key stage in your security. 

This is the point where you can let someone 
in (and badge them up properly) or turn 
them away. How you manage people in 
reception should be designed in a way so 
this is a secure zone, keeping people from 
getting through to the next ‘layer’ and into 
the rest of the building. 

That being said, you also want to be 
welcoming, and to identify people in a way 
that doesn’t upset anyone. After all, the 
majority of the people passing through this 
area will be legitimate visitors!

In recent years, we’ve seen a big change 
in reception design. From hospitals to 
housing associations, we see a huge trend 
towards organisations literally lowering 
their barriers in order to signal to visitors 
that they are approachable. Instead of 
high desks, screens and locked doors, it’s 
informal coffee tables, gentle lighting and a 
more sociable atmosphere. 

While open plan environments may 
be trendy, they’re terrible for security. 
What do you do in these environments 
if someone is aggressive? 
How can you still ensure it works as 
a key stage in your security? 
More and more businesses are adopting 
smart technology to solve the conundrum. 
Managing access remotely on a smart 
device removes the need for a person to 
play ‘gatekeeper’. CCTV and panic alarms 
are available in case of emergency. 

Smart office planning can ensure those 
most at risk are kept safe. When these 
solutions are connected into your wider 
security system, the whole process can 
work smartly together to not only look after 
your livelihood, but actually boost the way 
your business runs. 

IF YOUR NAME’S NOT 
ON THE LIST, YOU’RE 
NOT COMING IN
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THE INNER SANCTUM
Where are the most important 
assets in your business? 
Whether it’s your people, your 
technology, your produce or your 
ideas, these should be well protected, 
several layers deep, in the ‘core’ of 
your site. 

Assuming someone gets 
through the outer layers we’ve 
discussed, what happens next? 
If an intruder makes it past 
reception, are they then free to 
roam everywhere? 
Furthermore, are you monitoring 
their movements when they’re 
in? 

CCTV is an obvious solution to monitor 
your premises, but how you apply that 
CCTV varies greatly. As with access 
control, the technology available today 
is capable of so much more. If you’re 
using your CCTV system simply for 
retrospective footage to look at after 
an incident takes place, you could be 
missing a trick. Our solutions can help 
you manage how people and things 
flow around your site. From limiting 
access to a set number of people (e.g. 
to help social distancing), to tracking 
parcels across the warehouse floor, 
the options are endless. 

INTEGRATED TO THE CORE
Running right through your site should 
be one integrated approach to your 
commercial security systems and your 
fire prevention.

The equipment should speak to each other 
and present the information in one, 360 degree 
view so that you know what’s going on at your 
site at all times. Aside from working much 
harder as one, connected system, this joined-
up approach will likely give you a tremendous 
amount of useful data about your site. From 
employee productivity to potential efficiencies 
you can make, today’s security technology does 
so much more than looking after your livelihood 
– it can boost it. 

Once you’ve put these fantastic solutions 
in place, the key thing is also to keep your 
protection up to date. A good quality preventative 
maintenance plan is essential. We often see 
organisations responding to faults, rather than 
preventing them. When those faults result in a 
security breach, the damage can be devastating 
to a business. Instead, be proactive. Revisit your 
risk assessment and ask yourself, 
‘if this goes wrong, what do we do’? 

Looking into the future helps you understand 
and manage the risks you could face, rather 
than being caught out. 

A good commercial security contractor 
should help you with that. The 
conversation should be ongoing, and 
you shouldn’t only hear from them when 
something goes wrong.
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IF YOU NEED HELP
Here at Oracle Vision, we relish the opportunity to have these 
conversations with you. We work with some very complex sites, from 
airports and hospitals to universities and manufacturers, and we’ve 
never yet found a head-scratcher we couldn’t solve. If you feel that 
you could use some support in undertaking your risk assessment, 
we’d love to have a chat.

Please get in touch and one of the team will set up a call to hear what 
your business is all about, and how we can help.
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